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Automated configuration, simulation and verification platform
for event-driven home automation IoT system
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Abstract: The IFTTT style event-driven programming paradigm benefits normal users to build their own customized
home automation Internet of things (IoT) system, meanwhile, it also brings serious safety and security risks. To handle
this problem, Menshen was designed and implemented, an automated configuration, simulation and verification platform
for event-driven home automation IoT system based on model checking. Users can easily set up their own smart home
systems in Menshen, and conduct simulation and verification in a push-button style. Menshen could further demonstrate
the error trace to help users to understand the behavior of the system and increase the safety and security of the system.
An experiment with a large number of cases is carried out, and the results show that 86.7% cases are error-prone, and the
verification only took 0.7 seconds in average.
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"Name": "AC Cooler",
"Description": "cool ingfunction",
"Variables": [

{

"Name": "temperature",
"Internal": false

}

I3
"InitState": "Off",
"WorkingStates": [

"Name": "Off",
"Dynamics": [
{

"VariableName": "temperature",
"ChangeRate": " 0"
}

"Invariant": "true",
"Description”: "The equipment is closed",
"Trust": "trusted"

"Name": "Working",
"Dynamics": [

"VariableName": "temperature",
"ChangeRate": "-1"

)
]

"Invariant": "true",
"Description": "The equipment is working",
"Trust": "trusted"

}

"Transitions": [],
"APIs": [
{

"Name": "Turn_On",
"StartState": "Off",
"EndState": "Working",
"Trigger": null,
"Assignments": [],

"Signal": true,
"Description": ""

"Name": "Turn_Off",

"StartState": "Working",

"EndState": "Off",

"Trigger": null,

"Assignments": [],

"Signal": true,
"Description": ""

}

I

}
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Turn_On
temp_rate: = —1
Singnal_AC_On:=Ture

Rule_1_Command
_ Signal AC_Off:=true

AC trust ;: =Temp.trust
attacked= =false
temp_rate: =0
Turn Off
Signal_AC_Off:=true
temp_rate:=0
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1) E holds forever;

2) E will happen later;
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time;
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